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New NAC System Offers Security, Features 

Ensuring that computers meet basic security requirements to connect to the network is a cornerstone in MTSU’s overall layered information technology security strategy.   Previously, this was handled by a Network Access Control (NAC) system called Clean Access on those networks where non MTSU computers connect the most, namely in the residence halls and Greek Row houses, by public access wired ports located in the Walker Library, and via the wireless network. 

This past summer, Network Services implemented a new NAC system that provides increased security and features.  Called Enterasys NAC, in some ways it functions much like Clean Access did.  As with Clean Access, at this time there is a software agent only for Windows machines.  However, you are now required to log onto the wireless network first using your Pipeline username and password via a new web authentication page regardless of operating system.

When you initially open a browser on the wireless network with a Windows machine, you are prompted to download the Enterasys NAC Agent.  This small software package checks the computer for current and running antivirus software and performs other checks.  If the checks show no issues, access is granted.  If there are items that need to be addressed, they will be displayed in a window.  Those items must be resolved before clicking the “Yes, corrective action taken, connect to network” button.

One new feature is that Windows computers connecting via the new NAC system cannot have Peer to Peer file sharing software installed.  This is part of the university’s comprehensive effort to comply with legislation requiring measures in place to combat the sharing illegally of copyrighted materials.  Additionally, Enterasys NAC provides better support for antivirus programs. 

Another change is the absence of the Guest button.  Also, support for Windows 64 bit machines involves currently a separate process.  If you require guest access, have a Windows 64 bit machine, or have any Enterasys NAC related questions, please call the Help Desk at 898-5345.

Protect Yourself with Rave Alerts
Now that tornado season is well upon us, it is more important than ever to stay alert of severe weather conditions or other emergencies by signing up for Rave Alerts. Hosted by Rave Wireless, MTSU currently uses the Rave Alert system to send text and e-mail alerts in the event of an emergency and is planning to implement a voice alert option as part of the alerting process.

How It Works: 
Alerts may be sent by members of Public Safety and News & Public Affairs who have administrative privileges.  During an emergency, an administrator will log on to the system and go through steps to send out an alert.  There are templates in the system already designed for various types of emergencies, so most situations involve inputting a location or other details about the situation. 

The administrator may select which methods of communication will be used for the alert, with text and e-mail being the default. After choosing the method of communication for the alert, the administrator will enter the necessary information and select the user list to which to send the message, as well as the various phone numbers and e-mail addresses. The default is to send alerts to all users and to all phone numbers, mobile numbers, and e-mail addresses.  Rave Wireless begins sending the message immediately once the user list is confirmed.  

SMS (Short Message Service) text messaging has two types of messaging protocols. SMPP (Short Message Peer-to-Peer), which requires a specialized direct connection to a carrier or messaging aggregator, is highly reliable and fast.  The other, SMTP (Simple Mail Transfer Protocol) is the standard protocol used to transfer e-mail from point-to-point.  It is slightly less reliable and generally slower than SMPP.  Some carriers do not support SMPP messaging, and therefore messages are only sent via SMTP. 

The system will begin sending out the messages via SMPP, making attempts to all numbers the first time around.  If the system is unable to send the messages via SMPP, it will attempt to send them via SMTP.  If the message is accepted by the carrier, the system counts that as a successful delivery.  However, if the system does not receive that confirmation, it attempts those numbers two more times.  Generally, nearly every message is accepted, with a failure rate of .01 percent.

However, there are various reasons that users might not receive their message, usually having to do with a carrier or limitations on their account.  For example, Verizon was conducting emergency maintenance during the April 10 tornado warning alerts.  Instead of returning the messages as undeliverable, Verizon held them in a que to be delivered as resources became available, causing a delay in when users received their alerts. 

Although rare, these situations may occur. Since there is no way to determine the actual receipt of text messages, administrators may only verify that alerts are sent to the carrier or aggregator. The system has consistently performed extremely well. There has been more than a 99 percent success rate in sending text messages for nearly every alert.  E-mails are generally at least 98 percent successful, with problems attributed to other ISP’s, bad e-mail addresses, or full mailboxes.  Between text messaging and e-mails, the system attempts to notify 100 percent of the Rave users registered for Rave for notification. 

Voice Alerts is an upcoming feature that performs an out-dialing function where a call is placed to a phone, allowing users to hear a spoken message as opposed to text and e-mail message content.  Also included in this system is a way for the user to respond that the messages are received. 

Signing up for MTSU Alerts through the Rave system is optional for MTSU students, staff, and faculty. Users must have an MTSU e-mail address to obtain the service.  You may sign up by going to www.getrave.com/login/mtsu.  Once you create an account, you are given the option to enter up to three mobile phone numbers, three landline phone numbers, and two preferred e-mails (if you would like to your MTSU e-mail account).

Rave Wireless registration requires confirmation by the entry of a code sent to the registered e-mail account.  Once the mobile phone number has been confirmed, the user may send a test message to their phone to ensure it works.  Users are offered other options such as turning off text or e-mail messages so they will not receive alerts in a particular way for however long they would like. For example, if you are going on a vacation and don’t want to receive Rave Alerts, you may temporarily deactivate the text alerts (but don’t forget to turn them back on when you return).

There are currently over 12,200 users, and that number is growing every day.

For more information about Rave Alerts, visit http://www.mtsu.edu/alert4u/faqs.shtml.

Voice Alert Feature Added to Rave Alert Emergency Notification System
Voice Alert is the newest communication channel for emergency notifications in Rave Alert. Rave Alert from Rave Mobile Safety is the emergency alerting and campus communication platform that delivers alerts to students, staff, and faculty via text message and email.  The new Voice Alert feature places calls to wireless and wired phone numbers and plays the emergency message.  Voice Alerts can reach persons who do not have a wireless phone, do not use text messaging, do not have access to email, or have disabilities that make wireless phone use difficult. The service complements the other messages sent by text and/or email.

Voice Alert can call all the numbers recorded in the Rave Alert system, which is up to three mobile numbers and three landlines.  This allows you to enter not only your wireless number, but wireless numbers of family or friends, and wired numbers such as your office or home.  Once activated, Voice Alert can call thousands of numbers per minute.  Voice Alert will play the recorded message, then repeat the message two times.  If the Voice Alert call is not answered and you have voice mail, then your voice mail will record the emergency message.

While Voice Alerts may seem redundant to some, it helps ensure that others get the message.  During an emergency there is no one best way to get the emergency message to everyone. The Rave Alert system is designed to be repetitive, as all emergency notifications should be, to increase the chances of reaching as many people as possible, as quickly as possible, using a variety of means.  Voice Alert is just another way to receive the message. 

A good example of the need for the redundancy is the following: As many of you know, during the April 10 tornado warnings, one of our major mobile service providers was doing emergency maintenance and holding text messages.  Some people received their texts right away, and some received them up to two hours later.  If we had Voice Alert in place at that time, phone calls would have gone through since the provider was not queuing phone calls – only text messages.

Users currently have the option to choose whether they would like to be notified via text, email, or both.  Beginning August 25, users will have the option to receive Voice Alerts.  The Voice Alerts service has been very well received thus far, and we have appreciated everyone’s patience while implementing this feature.

Why Has My E-mail Been Quarantined?
E-mail is routinely scanned for viruses and spam by dedicated message servers as it arrives on campus.

This process has over time stopped a lot of unwanted messages from reaching your e-mail inbox and makes more efficient use of the various segments of the campus network for messages to be delivered to your computer, be it  via Webmail or your favorite desktop e-mail software.

In October 2008 improvements to the e-mail system allowed for the more efficient scanning of messages as they depart from campus, either through messages sent from your account or messages that are automatically forwarded to third-party addresses such as Yahoo or Gmail accounts. 

This has contributed significantly to enhanced security of e-mail traffic from MTSU and has virtually eliminated the occurrence of e-mail being blacklisted by outside providers.

Messages are evaluated according to heuristic pattern analysis to weigh each message and assign it a score.  Above a certain threshold, a message is flagged as having the potential for being spam but is delivered automatically.

Above another threshold, a message is quarantined for review.

Well over 90 percent of the messages that are quarantined are truly identified as spam. 

Those messages that have been inadvertently classified as spam are released from quarantine and delivered.

The remaining messages have the characteristics frequently found in spam such as embedded images, Web links, etc.

If one of your messages becomes quarantined, contact the ITD Help Desk at 898-5345.

Normally the messages in the quarantine queues are being reviewed on a regular basis and those which are obviously not spam are released for delivery.

Voice Mail Etiquette
While it is sometimes frustrating for callers to be routed to voice mail, at times, it is unavoidable. Whether you are currently on another line, in a meeting, at lunch, or just out of the office, it is important to be sympathetic to the caller and to their time, and it is important to be mindful of this when creating your voice mail greeting. Below are some common tips to keep in mind when creating your voice mail greeting:

· Your greeting should include your name, organization or department, and telephone number.

· If your number is a main departmental number, it is a good idea to include your normal hours of operation, or to utilize conditional greetings, which will automatically play an alternative greeting out of hours. (For information on conditional greetings, visit www.mtsu.edu/itdtele.)

· You should state that you are currently unavailable. If you are out of the office for a couple of days, you should indicate when you will return to the office, so that callers will have a general idea on when to expect a return phone call. If possible, provide the caller an alternate phone number, should they need to speak with someone prior to your return.

· You should include in the greeting any items that the caller should leave in their message, such as a return phone number.

· To cut down on repeat phone calls, you can indicate in your greeting that calls will be returned within 24 hours, or whatever time period is set by your organization or department’s policy for returning phone calls.

· If your message is exceptionally long, and you don’t want routine callers to listen to the entire message each time they call, tell callers that they can press 1 at any time to leave a message, thus bypassing the remainder of your greeting.

· If you update your greeting during times when you’ll be out of the office, be sure to update the greeting again upon your return.

· Do not hide behind the voice mail system. Callers prefer to talk with you first, rather than voicemail. So if you are available to take the call, go ahead and do so. Sometimes it is much quicker to deal with calls as they come in rather than spending time trying to return phone calls.
Just as important as it is to be mindful of the caller when recording your greeting, it is also important to be mindful of the message you leave for someone when you are the caller. Some things to consider when leaving a voice mail message for someone else include the following:

· Speak slowly and include your phone number at the beginning of the message, and repeat it again at the end of the message.

· Make sure your message is clear and concise. The shorter your message, the more understandable your message will be to the recipient.

· While you should only highlight the reason for your call, don’t just say “call me.” That gives the recipient no information as to the reason for your call.

Laptop Computer Hard Drives to be Encrypted
It seems anymore that not a month goes by in which you do not hear about a laptop being lost or stolen somewhere in the country that contains sensitive data.  Universities have not been exempt from this trend, including UCLA’s 2004 laptop theft that exposed the data of 145,000 people and more recently the University of Virginia’s breach earlier this year exposing the data of 7,000 students, staff, and faculty. While unfortunate, breaches such as these have highlighted the importance of protecting Personally Identifiable Information (PII) and other sensitive data.  Beginning this fall, all new laptop computers’ hard drives will be completely encrypted utilizing a package called PGP Whole Disk Encryption. 

Unlike standard encryption technology, whole disk encryption does not rely on the user to place and keep the sensitive documents in encrypted partitions.  Instead, the entire drive (including areas such as the boot sector and swap space) are fully encrypted, ensuring that all data is safe.  In MTSU’s case, the encryption will be based on the Advanced Encryption Standard (AES), using a 256-bit key.  This gives a pool of 2,256 possible keys.  To date, no one has broken the AES algorithm.

Rollout of PGP Whole Disk Encryption will begin with new laptops.  The software will be preinstalled and configured by the time the user receives it.  Tests performed by ITD during the evaluation process indicate there is no noticeable performance latency due to encryption overhead when working with documents, because the decryption is performed during the startup process.  Plans for installation of the PGP product on existing laptops will be announced at a later date.

While this encryption will protect sensitive information, it does not relieve the user of data protection responsibility; information security is everyone’s responsibility.  If PII does not need to be stored on a laptop, it should be removed.  However, if necessary, this layer of security will provide assurance of data confidentiality in the event of a laptop theft or loss.  Furthermore, data breach notifications that are costly in terms of dollars and public relations are avoided.

It is, however, important to remember that this is just one piece of a multi-layered approach to information security.  Laptop encryption helps ease the burden on the user of protecting information, but it is not a cure-all; due diligence on the part of the user (as always) is still required.

Go Green with Used Cell Phones
Fewer than 20 percent of cell phones are recycled each year, and with over 4 billion wireless customers worldwide, the number of cell phones that end up in area landfills is staggering. Discarded devices can leak lead, mercury, and other toxins into the soil and water supply.  Therefore, it is very important to discard used cell phones properly.

Before discarding your used cell phone, you should consider what sensitive data might be on the device. As wireless technology continues to evolve, the common cellular telephone is beginning to transform into a data warehouse. Users not only rely on their phone’s ability to store address book information, but are also now dependent on them to provide calendar, email, and document access. Because of the information they now contain, it is important for users to be more diligent about what happens to their cellular telephone when it is discarded.

There are some excellent resources available to users that give step-by-step instructions on how to erase sensitive information from surplus wireless telephone equipment. One such resource can be found at http://www.wirelessrecycling.com/home/data_eraser/default.asp. Users are directed to select their phone’s manufacturer and model number from a drop down menu, which will then display instructions on erasing data specific to the cellular phone they carry. On most phones, the manufacturer and model number can be found by removing the battery from the phone and then viewing the manufacturer’s label printed within the battery compartment.

Once data has been removed from the device, the device is ready for recycling. Most wireless telephone companies provide a recycling program. In addition, there are a host of other recycling programs throughout the community and online, including Secure the Call Foundation. This foundation takes donated cellular phones and reprograms them to be used as free 911 emergency phones, which are then distributed to domestic violence shelters, senior centers, and any other agency with an immediate need for 911 access. Most recycling programs only need the phone and battery. Chargers and other accessories are not needed. For additional information on cellular telephone recycling, contact your wireless telephone provider or visit www.donatemycellphone.org.

Keeping Your PDA Secure
As wireless technology continues to evolve, the common cellular telephone is beginning to transform into a data warehouse. Users not only rely on their phone’s ability to store address book information, but are also now dependent on them to provide calendar, email, and document access. As such, PDA users should consider what sensitive data might be on the device and remain diligent about keeping the information secure.

First and foremost, PDA users must not store Personally Identifiable Information (PII) unencrypted on their devices. PII is any information which can potentially be used to uniquely identify, contact, or locate a person. Under Tennessee law, “personal information” means an individual’s first name or first initial and last name, in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted: Social Security number; driver’s license number; or account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account. For more information on MTSU’s security policy, please refer to MTSU Policy I:03:06, which can be found at http://mtsu32.mtsu.edu:11251/resources_policies.htm.

Additional security precautions include:

· PDA users should secure their device through the use of a strong password. Strong passwords contain a combination of uppercase and lower case characters, as well as numerals and special symbols.

· As you would on a PC, be extremely cautious about opening attachments from untrusted sources, or following links from within email to untrusted sources, to avoid being exposed to malware or viruses.

· Users should be mindful that wireless transmissions are not secure and should use discretion in relaying confidential information over wireless devices.

· If the Bluetooth functionality is not used, be sure to disable Bluetooth. Most devices are shipped to the end user with that function already enabled. If you don’t plan on using it, it is best to disable the feature to avoid eavesdropping.

· If you do use Bluetooth, consider changing the default passcode used to connect a Bluetooth-enabled device.

· Before disposing of the device, be sure to wipe all data from it. There are some excellent resources available to users that give step-by-step instructions on how to erase sensitive information from wireless telephone equipment. One such resource can be found at http://www.wirelessrecycling.com/home/data_eraser/default.asp.

· Should your PDA become lost or stolen, and you feel the PDA could contain sensitive information, please contact the ITD Help Desk to report the breech.

MTSU'S Wireless Network
MTSU has an extensive wireless network available for use. Coverage zones include several courtyards, most eateries, the Walker University Library, many lounges, all residence hall lounges, and most classroom areas. Additionally, higher speed coverage (54 Mbps 802.11g) is available in some areas. Coverage is constantly expanded and upgraded.

Map of wireless network coverage

To use the MTSU wireless network, you need an "802.11b" or “802.11b/g” capable wireless network card. These cards will say "WiFi" on them and/or on the package. "WiFi" means that the card adheres to the WiFi standards and should work without problems with the MTSU WiFi compatible network.

For wireless access within the coverage area on campus, simply configure the wireless software to use the wireless network WLANMTSU. Make sure WEP and WPA are turned off (this is usually the default setting). It is important to choose "Infrastructure Mode" in the wireless software. Choosing "Any Available Network" or "Ad Hoc" modes could create an unsecured situation by connecting your computer to another wireless computer. Open a web browser to any page, and it will automatically be redirected to the MTSU Wireless Network login page.

To begin your session, enter your PipelineMT username and password for full access or simply click “Guest Access” for web access only.

The nature of wireless activity makes the network occasionally weaker in some areas and stronger in others. Most wireless network software includes a small graph that can be utilized to determine the strength of the wireless signal in a particular area. Machines with internal wireless cards may notice slightly less coverage, as the internal antennas may not capture the wireless signals as well as external type adapters. The coverage area map is a general schematic; actual coverage varies based on numerous factors that include but not limited to: type of network adapter, PC battery power, number of people in the area, and season.

Wireless technology is less secure than connections used on a home computer. It is recommended that for any transactions that involve sensitive data that SSL or SSH encryption is used. Many web pages are SSL-enabled. Look at the web address to determine if the site is SSL-enabled. If the URL begins with “https” instead of “http” and has a small padlock icon appearing at the bottom of browser window, then it is SSL-enabled and any data sent and received is encrypted.

If you have any questions or problems, please call the Information Technology Help Desk at 898-5345, or you can stop by the Help Desk in the basement of the Cope Administration Building. ITD assistants will be available answer your laptop questions:

Monday – 8 a.m. - Noon
Tuesday – 12:30 p.m. – 4:30 p.m.
Wednesday – 11:30 a.m. – 2 p.m.
Thursday – 1:00 p.m. – 4:30 p.m.
Friday – Noon – 4:30 p.m.

Reaching the Help Desk
The MTSU Help Desk is here to assist on all technological needs throughout the University. In-person Help Desk service is available from 8 a.m. – 4:30 p.m. Monday through Friday in the basement of the Cope Administration Building. At all other times, the Help Desk can be found in the University Computer Lab at BAS. The Help Desk is available 24 hours a day, seven days a week except on University holidays and when classes are not in session. You can reach the Help Desk by dialing 898-5345 or by emailing help@mtsu.edu.

If your laptop is giving you problems, the ITD Help Desk may be able to assist you. The Help Desk can help with wireless and virus issues. Bring your laptop to the basement of the Cope Administration Building when hands-on help is available during the following hours:

Monday – 8 a.m. - Noon
Tuesday – 12:30 p.m. – 4:30 p.m.
Wednesday – 11:30 a.m. – 2 p.m.
Thursday – 1:00 p.m. – 4:30 p.m.
Friday – Noon – 4:30 p.m.

Computer Labs
MTSU has a number of computer labs available for student use.

Seven "University Computer Labs" are available for all students, faculty, and staff with a current MTSU ID. These labs are:

University Computer Lab at BAS
Business and Aerospace Bldg., S137
Open 24 hours a day, seven days a week, except for university holidays and when classes are not in session
898-5515

University Computer Lab at KOM
Kirksey Old Main 350/351/360
Monday through Thursday – 7:30 a.m. – 9:15 p.m.
Friday – 7:30 a.m. – 4 p.m.
Closed Saturday and Sunday
898-2144

University Computer Lab at LRC
McWherter Learning Resources Center Pentium Lab 101A
Monday through Thursday – 8 a.m. – 10 p.m.
Friday – 8 a.m. – 4:30 p.m.
Saturday – 12 p.m. – 4 p.m.
Sunday – 6 p.m. – 10 p.m.
898-5191

University Computer Lab at AMG
Alumni Memorial Gym, Room 204
Monday through Friday – 9 a.m. – 8 p.m.
Closed Saturday and Sunday
904-8042

University Computer Lab at James Walker Library
James Walker Library, second and third floors
Monday through Thursday – 7:30 a.m. – 12 a.m.
Friday – 7:30 a.m. – 5 p.m.
Saturday – 8 a.m. – 5 p.m.
Sunday – 1 p.m. – 12 a.m.
898-2772

University Computer Lab at Adaptive Technology Center
James Walker Library Room 174
Monday through Thursday – 7:30 a.m. – 12 a.m.
Friday – 7:30 a.m. – 5 p.m.
Saturday – 8 a.m. – 5 p.m.
Sunday – 1 p.m. – 12 a.m.
904-8550

Residents of Corlew, Lyon, Smith, Womack Lane, and WoodFelder residence halls have access to computer labs in their buildings.

• In addition to the University Computer Labs, many departments have labs for classes, research, and general use.

Information Technology Resources Policy
The Information Technology Resources Policy covers appropriate use of IT resources on campus to support the university's goals and objectives and is written for all users ranging from students to system administrators.  Users of MTSU's IT Resources have a responsibility to follow policies, procedures, standards, and laws; these may be internal to MTSU or external to the university.  The user's responsibility includes protecting the resources from misuse and attack and also not using resources in connection with for-profit or unauthorized not-for-profit purposes.  In addition, illegal file sharing is a violation of the policy since it violates copyright law, consumes campus bandwidth, and can allow malicious software to access the systems.  Users are encouraged to read the entire policy at http://www.mtsu.edu/~itd/policies/itres_policy.html .

Notable Changes in Office 2007
Microsoft recently unleashed Office 2007, and it is now making its way to campus computers here at Middle Tennessee State University.

The efforts are under way for all campus computers to receive Office 2007. Classroom systems were the first to receive the program in August, and the rest of the campus will be covered soon. There are operating differences users must acknowledge.

The most recognizable difference between Office 2007 and the currently used Office 2003 is what is being referred to as the “ribbon,” which is a replacement of the traditional menu system. The ribbon that runs across the top of some of Office’s more notable applications is designed to make it easier for users to discover features that are already present in the office suite.

In the some of the most popular Office 2007 programs (Word, Excel, and PowerPoint), a series of tabs appear across the top of each program. These tabs encompass all of the program’s functions. For example, Word 2007’s tabs are as follows: Home, Insert, Page Layout, References, Mailings, Review, and View. Clicking on each tab will display a new ribbon of utilities across the top of the document. By dragging the mouse across each function displayed on the ribbon, a visually enhanced pop-up window will appear with a detailed description.

While the tabs possess different names than the options listed at the top of Office 2003, the functions in Office 2007 are grouped nearly identically to that of the previous edition.

With this notable exception in PowerPoint, Word, and Excel (the layouts of Access, Publisher, Outlook, et al, remain virtually identical), there really isn’t a huge difference between the two systems for the average user. If you just type away, then the difference between the two is negligible. More advanced users will notice some slight tweaks and differences. Here are some highlights:

Word
· Many of the Wizard formats (Envelope, Fax, Resume, etc.) have been moved to templates that are available on Microsoft Office online;

· Mergeable address lists have been removed, but are still available from Word 2003 at Microsoft Office Online;

· WordPerfect navigation has been removed; and

· Word saves with a new file extension (.docx). This file extension cannot be opened on a computer without Office 2007. You can still save Word 2007 documents in the old format (.doc) by selecting “Word 97-03 Document” under “Save as Type.”

PowerPoint
· The removal of the Broadcast feature is the lone operating difference between the two systems.

Excel
· There are changes in the function results for the Analysis ToolPak. To find these, go to http://technet2.microsoft.com/Office/en-us/library/a9189734-e303-4d7d-93eb-3584c358d1c91033.mspx?mfr=true

· The Paste Special dialog box no longer performs its former special behavior for charts. There are now direct commands for this option. Instead of the Formats option in the dialog box, use the Format Painter features. Instead of the Formulas option in this dialog box, use the Formulas choice on the Paste drop-down menu;

· Another innovation is the introduction of a default XML format. This change improves data interoperability, document assembly interrogation, accessing data in documents, robustness, file size, transparency, and security features. Old Excel documents can still be opened, and the program will ask if an upgrade to XML is desired;

· Excel has new templates for users to choose from. Users can still download old templates from Office Online; and

· Pivot Table Styles have been updated so users can create their own styles. The Pivot Table Styles are consistent with the Table Styles feature in Word and PowerPoint.

Outlook
· Attachments can now be previewed before they are sent;

· Security settings from the Tools and Options menu have been moved into the Trust Center; and

· When a message is sent to a full inbox, both the sender and the recipient receive a non- delivery receipt.

Access
· Access can no longer design or open Data Access Pages. Only Internet Explorer can open DAPs;

· The snapshot viewer is no longer included; and

· Anonymous users can no longer view the site in Live Mode.

The following are some of the changes that affect all the programs in the Office 2007 suite:

· File search has been removed. The native operating search system functionality in Office 2007 and the MSN Desktop Search provide quicker functionality;

· The Detect and Repair option of the Help menu has been replaced by a more robust Repair option; and

· The OWC11 and DataFinder functionality in OWC11 has been removed. If users have documents or solutions from previous editions that depend on OWC, these solutions will not function properly without following these steps: 1) Install the correct version of OWC from the Microsoft Download Center; 2) Migrate OWC-based documents to a comparable technology, such as Excel Services; 3) Lastly, discontinue the use of OWC documents or solutions that are no longer needed.

For more information on the changes in Office 2007, please visit http://technet2.microsoft.com/Office/en-us/library/a9189734-e303-4d7d-93eb-3584c358d1c91033.mspx?mfr=true

Campus Payphone Locations
There are several payphones located on campus for your use. Locations are as follows:

James E Walker Library – first floor, lobby

Business and Aerospace Building – first floor, across from Room S130

Peck Hall – first floor, outside corridor

Keathley University Center - second floor, across from the Grill

Cope Administration Building – first floor, across from Room 106

Kirksey Old Main – first floor, outside of Room 121A

Star1 - Long Distance

Telecommunication Services is proud to offer you the MTSU long distance service, Star1. This service allows you to make low-cost, long distance calls from any campus residence telephone. Star1 offers low rates that can save you money over alternative long distance services.

Long distance calls are made through Star1 using an authorization code assigned to you by Telecommunication Services. If you are interested in Star1, please contact Telecommunication Services at 898-2991. Information on rates is also available by calling 898-2991.

Services for Students
MTSU residence halls rooms have one, touch-tone telephone line with two jacks for which students provide their own telephone sets for telecommunication services. Residence hall telephone lines include the following features:

· Call waiting

· Three-party call conference

· Call transfer

· Last number redial

· Data privacy on demand

· In addition to the features above, students may also subscribe to voice mail, caller ID,

· and private telephone lines.

Caller ID service is available for purchase by resident students. Caller ID is billed through the Star1 long distance system for $5.00 per month. Resident students can also combine this service with voice mail for $7.00 per month for both, also billed through the Star1 long distance system. MTSU Telecommunication Services provides the caller ID feature only. It is the responsibility of the user to provide a telephone that will display caller ID information.

Voice mail service is available for purchase by all students. Voice mail is a service that provides your own personal voice mailbox to answer incoming calls when you are on another line or away. This mailbox makes it easy to store and record messages with technology that is superior to that of an ordinary answering machine.

Voice mail is billed through the Star1 long distance system for $3.50 per month. Resident students can also combine this service with caller ID for $7.00 per month for both, also billed through the Star1 long distance system.

A private telephone line may be provided to a resident student room if telephone cable is available. There are three payment options for a private telephone line:

• Monthly - $30.00 per month plus an installation charge of $30.00. The student must prepay the installation charge and the first month of service, or a total of $60.00, before service will be established. Subsequent months of service will be billed at $30.00 per month through the Star1 long distance billing system.

• Semester - $150.00 per semester, which includes the installation charge. If choosing to pay on a semester basis, the student must prepay for the entire semester, $150.00.

• Yearly - $300.00 per year, which includes the installation charge. If choosing to pay on a yearly basis, the student must prepay for the entire year, $300.00.

Payment for a private line also includes caller ID and voice mail at no additional charge. The student is responsible for any long distance charges incurred on the line. If a Star1 authorization code is used to place long distance calls, the long distance charges will be billed monthly through the Star1 long distance billing system.

Moving the private telephone line to another room will result in a service charge of $30.00.

To establish any of the above services, please visit the Telecommunication Services office, located in the Telecommunication Building room 200, to complete an application.

If you are a student who has applied for voice mail, caller ID, or a private telephone line through Telecommunication Services, please remember to cancel service if you are not residing on campus. You will continue to be billed for these services, unless you call Telecommunication Services at 898-2991 to cancel services.

National Do Not Call Registry Available
The National Do Not Call Registry allows consumers to restrict their personal telephone numbers, including cell phone numbers, from telemarketers. The registry has been accepting requests to restrict telephone numbers since June 2003.

For residential subscribers, the Telephone Consumer Protection Act (TCPA) prohibits those attempting to sell consumer goods and services by telephone from calling telephone numbers that appear on the National Do Not Call Registry.  However, there are some exemptions, which are as follows:

1. Telephone solicitors may still call in response to an express invitation or permission by the person being called.

2. Solicitors may call on behalf of a not-for-profit organization if a member of the specific not-for-profit organization makes the call.

3. Soliciting is allowed if the person or entity making the telephone call has had a business relationship with the person being called within the previous 12 months

4. Solicitation is permitted if the business calling does not sell or engage in telephone solicitation and does not make more than three calls in any one calendar week.

During its inception in 2003, the National Do Not Call Registry placed an expiration period of five years on registered telephone numbers. Numbers exceeding this five-year period were to be automatically dropped from the registry, necessitating the need for consumers to re-register their personal telephone numbers. However, because of pending amendments to the five-year expiration clause, the Federal Trade Commission will not be removing telephone numbers from the National Do Not Call Registry upon expiration. If passed, telephone registrations will never expire, unless the consumer removes his or her telephone number from the registry, or the National Do Not Call Registry database administrator removes the telephone number because it was disconnected or reassigned.

A consumer who has registered on the National Do Not Call Registry, but continues to get telemarketing calls outside of the exceptions mentioned above, may file a complaint with the Federal Trade Commission. To file a complaint, visit www.donotcall.gov/complaint/complaintcheck.aspx. Information needed in order to file a complaint includes:

1. Date of the call

2. Name or telephone number of the company that called

Filing a complaint is a simple and quick process, and helps with enforcement, as violators of the National Do Not Call Registry could face fines up to $11,000 per incident. For more information about the National Do Not Call Registry, including the status of the proposed amendment, or to include your personal telephone number on the list, visit www.donotcall.gov/.

Please note: business numbers may not be included on the list.   Therefore, telephone numbers belonging to MTSU cannot be included on the registry.

