Tech Xpress Fall 2010
University Launches New Student E-mail System

The Information Technology Division, in association with the Student Government Association, recently implemented MTMail, a new student e-mail system.

MTMail is hosted by Microsoft Live@edu and uses cloud computing to offer more services at no cost to the University.  Along with a 10GB inbox, students have access to many other Microsoft services such as the SkyDrive (25GB of storage space) and Office Live, which can be used for sharing and collaborating on documents. The service is basically Outlook Web Access which allows you to connect to many different e-mail applications. In addition, synchronization with Smartphones such as the iPhone couldn’t be easier.

Although students should activate their accounts as soon as possible, their old mail accounts (@mtsu.edu) will remain available until December 31, 2010.  The reason students should activate their new accounts as soon as possible is because all new mail that comes into their @mtsu.edu account is being automatically forwarded to the MTMail accounts.  This means that if students do not activate their MTMail accounts, they will not see any new messages as of May 10, 2010.  In addition, students who activate their accounts by September 30, 2010 will be entered into a drawing where two Xbox 360’s will be given away.

Approximately 80,000 accounts were provisioned, including current students and alumni that still had @mtsu.edu accounts. In addition, staff members who take classes will also be given accounts. Over 13,000 students activated their accounts by the end of May. A significant increase in activations is expected this Fall.
Keep Safe With Rave Alerts
‘Tis the season of thunderstorms, tornadoes, and floods, so it is more important than ever to stay alert of severe weather conditions or other emergencies by signing up for Rave Alerts. Hosted by Rave Wireless, MTSU currently uses the Rave Alert system to send text, e-mail, and voice alerts in the event of an emergency.  The recent floods remind us of how important it is to have these communication measures in place.

The Voice Alerts feature, which made its debut last year, performs an out-dialing function where a call is placed to a phone, allowing users to hear a spoken message as opposed to text and e-mail message content.  The reason that multiple methods of communication are necessary is because one method could fail at any time.  By enabling all methods of communication, you will have a better chance of always being notified.

How It Works

Alerts may be sent by members of Public Safety and News & Public Affairs who have administrative privileges.  During an emergency, an administrator will log on to the system and send out an alert.  There are templates in the system already designed for various types of emergencies, so most situations involve inputting a location or other details about the situation. 

The administrator may select which methods of communication will be used for the alert, with text, e-mail, and voice calls being the default. After choosing the method of communication for the alert, the administrator will enter the necessary information and select the user list to which to send the message, as well as the various phone numbers and e-mail addresses. The default is to send alerts to all users and to all phone numbers, mobile numbers, and e-mail addresses.  Rave Wireless begins sending the message immediately once the user list is confirmed.  

SMS (Short Message Service) text messaging has two types of messaging protocols. SMPP (Short Message Peer-to-Peer), which requires a specialized direct connection to a carrier or messaging aggregator, is highly reliable and fast.  The other, SMTP (Simple Mail Transfer Protocol), is the standard protocol used to transfer e-mail from point-to-point.  It is slightly less reliable and generally slower than SMPP.  Some carriers do not support SMPP messaging, and therefore messages are only sent via SMTP. 

The system will begin sending out the messages via SMPP, making attempts to all numbers the first time around.  If the system is unable to send the messages via SMPP, it will attempt to send the alert via SMTP.  If the message is accepted by the carrier, the system counts that as a successful delivery.  However, if the system does not receive that confirmation, it attempts to contact those numbers two more times.  Generally, nearly every message is accepted, with a failure rate of .01 percent.

However, there are various reasons that users might not receive their message, usually having to do with a carrier or limitations on their account. 

Since there is no way to determine the actual receipt of text messages, administrators may only verify that alerts are sent to the carrier or aggregator. The Rave system has consistently performed very well over the last year. There has been more than a 98 percent success rate in sending text messages for nearly every alert. 

E-mails are generally at least 98 percent successful, with problems attributed to other ISP’s, bad e-mail addresses, or full mailboxes.  Between text messaging, e-mails, and voice alerts the system attempts to notify 100 percent of the Rave users registered for Rave for notification. 

Signing up for MTSU Alerts through the Rave system is optional for MTSU students, staff, and faculty. Users must have an MTSU or MTMAIL e-mail address to obtain the service.  You may sign up by going to www.getrave.com/login/mtsu.  Once you create an account, you are given the option to enter up to three mobile phone numbers, three landline phone numbers, and two preferred e-mails (if you would like to receive e-mails somewhere other than your MTSU e-mail account).

Rave Wireless registration requires confirmation by the entry of a code sent to the registered e-mail account.  Once the mobile phone number has been confirmed, the user may send a test message to their phone to ensure it works.  Users are offered other options such as turning off text or e-mail messages so they will not receive alerts in a particular way for as long they would like. For example, if you are going on a vacation and don’t want to receive Rave Alerts, you may temporarily deactivate the system (but don’t forget to turn it back on when you return).

Are you going on vacation and do not want to be notified about emergencies on campus for a period of time? Love getting text messages, but don’t really want voice alerts?  Although, it’s always best to be notified in all the communication modes possible, we understand that some people do not appreciate duplicate messages. Therefore, we’ve included some steps to personalize your Rave alert notifications.

If a user would like to stop receiving e-mails and receive just text, or not receive texts and just e-mails:
Login to your account.

Under the Channels page, push the button under “Alert me by” to turn on or off the desired method of notification.

To receive only Voice Alerts on your mobile phone (and not texts), you can add your mobile phone number to the Voice Only Line Contacts section.

If you don’t wish to receive Voice Alerts on your mobile phone:

Login to your account, and click on the My Account tab.

Under Mobile Contacts, you will see a list of your mobile numbers with a green audio symbol next to them.

Next to each Mobile Contact number that you would like to change, click Edit. You will see a check box labeled “Enable Voice Message Delivery.” Uncheck the box and click Continue.

Confirm your carrier and click Continue. Click Done.

When you see your phone number now, the green audio symbol should be gone.  This means that you will continue to receive texts on that phone but will not receive voice alerts.

The system currently has over 15,620 users, and that number is rising every day.

For more information about Rave Alerts, visit http://www.mtsu.edu/alert4u/faqs.shtml.

Making Directory Assistance Cost Effective
How many times a day do you reach for your telephone directory or call directory assistance? While calling directory assistance is often a quick and painless process, and something that is routine, it usually comes with a price tag. In this day of online telephone directories and free 411 services, there are many cost effective solutions to meet your directory assistance needs.

For local and long distance directory assistance, AT&T’s online directory serves as a user-friendly resource. Not only can you acquire personal and business telephone numbers, but you also have the convenience of using quick links to visit a business’ Web site, map an address, send directory information to a mobile telephone as a text message, or even e-mail the listing to an e-mail address for future reference. AT&T’s online directory can be found by visiting http://www.anywho.com.

Another excellent resource for local, long distance, toll-free, and international online directory assistance is www.callsense.com/resources/directoryassitance.htm. With links to directory assistance for over 30 countries, CallSense provides access to hundreds of online directory services, many of which are free, and are organized by country.

There are many free 411 directory assistance alternatives available as well. One service, 1-800-GOOG411, is powered by Google, and is available within the United States and Canada, for business listings in those specific countries. In addition to providing the business telephone number that is requested, the system will also offer to complete your call to the requested number with no connection fee (standard wireless carrier charges or long distance charges will apply). While this is an ideal solution for free 411 services, it does not include residential information at this time.

1-800-FREE411 provides free directory assistance services for business and residential listings. Only the phone number requested is provided, and there is no connection option. In addition to providing directory assistance via the telephone, they also provide online directory assistance, which can be found at http://www.free411.com.

For questions about directory assistance, please contact Telecommunication Services at extension 2991.

Don’t Let Viruses Get the Best of You
Over the past month there have been several virus and spyware outbreaks across campus. Viruses are infections that can cause damage such as corrupting files, both personal files like Word and Excel files, and Windows files used to boot your computer.  Spyware are infections that are known for causing users headaches such as creating pop-ups, preventing access to the Internet, and altering system settings. 

The most common spyware infects your system and then notifies you of the infection with a pop-up stating that you should purchase certain software to remedy the problem. NEVER give out your personal or financial information when alerted about these infections.

These malicious items are spread through a variety of methods. One method is through the network. Network vulnerabilities spread through open ports. As soon as this type of vulnerability is identified, ITD security works vigorously to close the infected ports and stop the spread of the infections. Then an ITD Desktop technician is dispatched across campus to clean the infections.

Another method in which malicious items are spread is through USB/Flash/Jump drives. Many faculty and staff use these portable drives to save and transport their data across campus. These infections are most commonly spread through campus classrooms because faculty use them to transport their PowerPoints. The infection then travels via these drives back to their office computers. A common example of a USB infection is one that doesn’t allow users to open their drives. Instead the computer asks, “What program would you like to open this with?” This issue can be rectified by clicking Start Run and then typing the drive letter that the USB drive has (i.e. F:\). Then press the ENTER key. This will open in a window. Check your drive for a file called ‘autorun.inf’ and delete it. After a reboot the drive should then open correctly.

The last method of transportation is through e-mail attachments. When presented with an e-mail attachment from a source that is not totally trusted, you should never open it. Many users receive e-mails that appear like greeting cards. However, even the most innocuous-looking e-mail (such as a greeting card) should be avoided. Also included in this method of spreading malicious items is the browsing of certain Web sites that are not fully trusted. It’s easy to browse these sites when doing research or otherwise, but users should exercise extreme caution when using the Internet and only visit sites that are known to be safe. Avoid moving your cursor across banners or ads on sites. Even without clicking the banners, when a mouse is moved across them it could initiate a pop-up, allowing the infection a way into your computer.

Once infected, there are several tools that ITD uses to clean a user’s computer. Every PC on campus should already have TrendMicro Antivirus (the blue dot in the taskbar with a heartbeat across it). Another program that is highly recommended is Malwarebytes (www.malwarebytes.org). This application is free for reactive use or can be purchased for proactive protection. If this application is already installed before the infection, you have a much higher chance of ITD desktop technicians being able to clean your system. Many viruses and spyware prevent the installation of Malwarebytes once infected because it is such an effective application for removal. In many cases like this, the computer has to be wiped out and content reinstalled. So please take a moment to install this application and try to keep it updated in the event an infection comes your way.

Finally, keep your Windows updates current. Windows has a malicious software removal tool that keeps on top of many infections, but your computer has to stay current. It is the responsibility of the user to keep these updates installed and up to date. Following these steps keeps you ahead of the virus and spyware community, and in the event of an infection, you will have a better chance of having it cleaned and prevent a total system wipe.

MTSU Web Site Gets a Makeover

Starting February 1, the MTSU Web site will feature a new design as well as a new search engine.  

General planning for the redesign project began in late August with a team of individuals who had just completed the planning and development of the University’s dynamic new virtual tour (http://www.mtsu.edu/virtualtour/).  The new MTSU homepage and portal pages are expected to provide online visitors with a more attractive, in-depth view of the University and give regular users more immediate access to updated news and information while also making it easier to find important links.

The Web Redesign Team, which includes representatives from each of the University’s divisions, has been working diligently to stay on task and to ensure that the redesigned Web site positively reflects the dynamic, comprehensive nature of the University and meets the needs of its users. There has been a lot of valuable feedback from faculty, staff, students and administrators about this process already. 

For those departments that have already made the switch to our Luminis Content Management System, the new design will be implemented for you by ITD’s Web team and will be launched along with the new home and portal pages in February.  Any departmental site that wishes to join the LCMS as well as the new design is encouraged to contact Albert Whittenberg of ITD/Academic & Instructional Technology Services to setup an appointment.   

ITD has also implemented a new Google search engine that will be incorporated into the new design starting in February.  

If you want to know more about what is coming, please feel free to check out our Web site redesign blog at http://www.mtsu.edu/newdesignblog.  Also, please feel free to send any comments or suggestions to the e-mail address newsite@mtsu.edu .    

Don’t Fear Scareware

You may have heard of malware, malicious software which can infect your computer, but recently there has been an increase in another type of malware commonly known as scareware.  

Scareware is software which is designed to frighten the user into thinking their PC is infected or not functioning correctly.

Most of the time these alerts come disguised as results of a virus scan.  The scareware will report that many viruses have been found on the system when the reality is that there are no viruses whatsoever. 
The reason behind such reports is to try to deceive the user into purchasing a product to repair the problems “detected” by the scareware, or to simply install a piece of software for free.  The free software, and many times the purchased software, is malware which infects the computer and compromises security.

MTSU uses Trend Micro for Anti-virus; if you see a virus alert from a piece of software you do not recognize, the best plan of action is to contact the Help Desk 898-5345  before downloading or installing anything.

Reaching the Help Desk
The MTSU Help Desk is here to assist on all technological needs throughout the University. In-person Help Desk service is available from 8 a.m. – 4:30 p.m. Monday through Friday in the basement of the Cope Administration Building. The Help Desk is available 24 hours a day, seven days a week except on University holidays and when classes are not in session. You can reach the Help Desk by dialing 898-5345 or by emailing help@mtsu.edu. 
If your laptop is giving you problems, the ITD Help Desk may be able to assist you. The Help Desk can help with wireless and virus issues. Bring your laptop to the basement of the Cope Administration Building where hands-on help is available Monday through Friday from 8 a.m. to 4:30 p.m.
Computer Labs
MTSU has a number of computer labs available for student use.

Seven "University Computer Labs" are available for all students, faculty, and staff with a current MTSU ID. These labs are:

University Computer Lab at BAS
Business and Aerospace Bldg., S137
Open 24 hours a day, seven days a week, except for university holidays and when classes are not in session
898-5515

University Computer Lab at KOM
Kirksey Old Main 350/351/360
Monday through Thursday – 7:30 a.m. – 9:15 p.m.
Friday – 7:30 a.m. – 2 p.m.
Closed Saturday and Sunday
898-2144

University Computer Lab at LRC
McWherter Learning Resources Center Pentium Lab 101A
Monday through Thursday – 8 a.m. – 10 p.m.
Friday – 8 a.m. – 4:30 p.m.
Saturday – 12 p.m. – 4 p.m.
Sunday – 6 p.m. – 10 p.m.
898-5191

University Computer Lab at James Walker Library
James Walker Library, second and third floors
Monday through Thursday – 7:30 a.m. – 12 a.m.
Friday – 7:30 a.m. – 5 p.m.
Saturday – 8 a.m. – 5 p.m.
Sunday – 1 p.m. – 12 a.m.
898-2772

University Computer Lab at Adaptive Technology Center
James Walker Library Room 174
Monday through Thursday – 8 a.m. – 11 p.m.
Friday – 8 a.m. – 4 p.m.
Saturday – 8 a.m. – 5 p.m.
Sunday – 1:30 p.m. – 11 p.m.
904-8550

Residents of Corlew, Lyon, Smith, Womack Lane, and WoodFelder residence halls have access to computer labs in their buildings.

· In addition to the University Computer Labs, many departments have labs for classes, research, and general use.

· TheResNet Help Desk can be reached at 898-5891. For further assistance, contact the ITD Help Desk at 898-5345.

Information Technology Resources Policy
The Information Technology Resources Policy covers appropriate use of IT resources on campus to support the university's goals and objectives and is written for all users ranging from students to system administrators.  Users of MTSU's IT Resources have a responsibility to follow policies, procedures, standards, and laws; these may be internal to MTSU or external to the university.  The user's responsibility includes protecting the resources from misuse and attack and also not using resources in connection with for-profit or unauthorized not-for-profit purposes.  In addition, illegal file sharing is a violation of the policy since it violates copyright law, consumes campus bandwidth, and can allow malicious software to access the systems.  Users are encouraged to read the entire policy at http://www.mtsu.edu/~itd/policies/itres_policy.html .

Campus Payphone Locations
There are several payphones located on campus for your use. Locations are as follows:

James E Walker Library – first floor, lobby

Keathley University Center - second floor, across from the Grill

Floyd Stadium (two phones)

Star1 - Long Distance
Telecommunication Services is proud to offer you the MTSU long distance service, Star1. This service allows you to make low-cost, long distance calls from any campus residence telephone. Star1 offers low rates that can save you money over alternative long distance services.

Long distance calls are made through Star1 using an authorization code assigned to you by Telecommunication Services. If you are interested in Star1, please contact Telecommunication Services at 898-2991. Information on rates is also available by calling 898-2991.

Services for Students
MTSU residence halls rooms have one, touch-tone telephone line with two jacks for which students provide their own telephone sets for telecommunication services. Residence hall telephone lines include the following features:

· Call waiting

· Three-party call conference

· Call transfer

· Last number redial

· Data privacy on demand

· In addition to the features above, students may also subscribe to voice mail, caller ID,

· and private telephone lines.

Caller ID service is available for purchase by resident students. Caller ID is billed through the Star1 long distance system for $5.00 per month. Resident students can also combine this service with voice mail for $7.00 per month for both, also billed through the Star1 long distance system. MTSU Telecommunication Services provides the caller ID feature only. It is the responsibility of the user to provide a telephone that will display caller ID information.

Voice mail service is available for purchase by all students. Voice mail is a service that provides your own personal voice mailbox to answer incoming calls when you are on another line or away. This mailbox makes it easy to store and record messages with technology that is superior to that of an ordinary answering machine.

Voice mail is billed through the Star1 long distance system for $3.50 per month. Resident students can also combine this service with caller ID for $7.00 per month for both, also billed through the Star1 long distance system.

A private telephone line may be provided to a resident student room if telephone cable is available. There are three payment options for a private telephone line:

• Monthly - $30.00 per month plus an installation charge of $30.00. The student must prepay the installation charge and the first month of service, or a total of $60.00, before service will be established. Subsequent months of service will be billed at $30.00 per month through the Star1 long distance billing system.

• Semester - $150.00 per semester, which includes the installation charge. If choosing to pay on a semester basis, the student must prepay for the entire semester, $150.00.

• Yearly - $300.00 per year, which includes the installation charge. If choosing to pay on a yearly basis, the student must prepay for the entire year, $300.00.

Payment for a private line also includes caller ID and voice mail at no additional charge. The student is responsible for any long distance charges incurred on the line. If a Star1 authorization code is used to place long distance calls, the long distance charges will be billed monthly through the Star1 long distance billing system.

Moving the private telephone line to another room will result in a service charge of $30.00.

To establish any of the above services, please visit the Telecommunication Services office, located in the Telecommunication Building room 200, to complete an application.

If you are a student who has applied for voice mail, caller ID, or a private telephone line through Telecommunication Services, please remember to cancel service if you are not residing on campus. You will continue to be billed for these services, unless you call Telecommunication Services at 898-2991 to cancel services.

MTSU'S Wireless Network
MTSU has an extensive wireless network available for use. Coverage zones include several courtyards, most eateries, the Walker University Library, many lounges, all residence hall lounges, and most classroom areas. Additionally, higher speed coverage (54 Mbps 802.11g) is available in some areas. Coverage is constantly expanded and upgraded.

Map of wireless network coverage

To use the MTSU wireless network, you need an "802.11b" or “802.11b/g” capable wireless network card. These cards will say "WiFi" on them and/or on the package. "WiFi" means that the card adheres to the WiFi standards and should work without problems with the MTSU WiFi compatible network.

For wireless access within the coverage area on campus, simply configure the wireless software to use the wireless network WLANMTSU. Make sure WEP and WPA are turned off (this is usually the default setting). It is important to choose "Infrastructure Mode" in the wireless software. Choosing "Any Available Network" or "Ad Hoc" modes could create an unsecured situation by connecting your computer to another wireless computer. Open a web browser to any page, and it will automatically be redirected to the MTSU Wireless Network login page.

To begin your session, enter your PipelineMT username and password for full access or simply click “Guest Access” for web access only.

The nature of wireless activity makes the network occasionally weaker in some areas and stronger in others. Most wireless network software includes a small graph that can be utilized to determine the strength of the wireless signal in a particular area. Machines with internal wireless cards may notice slightly less coverage, as the internal antennas may not capture the wireless signals as well as external type adapters. The coverage area map is a general schematic; actual coverage varies based on numerous factors that include but not limited to: type of network adapter, PC battery power, number of people in the area, and season.

Wireless technology is less secure than connections used on a home computer. It is recommended that for any transactions that involve sensitive data that SSL or SSH encryption is used. Many web pages are SSL-enabled. Look at the web address to determine if the site is SSL-enabled. If the URL begins with “https” instead of “http” and has a small padlock icon appearing at the bottom of browser window, then it is SSL-enabled and any data sent and received is encrypted.

If you have any questions or problems, please call the Information Technology Help Desk at 898-5345 24/7, or you can stop by the Help Desk in the basement of the Cope Administration Building Monday through Friday 8 a.m. to 4:30 p.m. ITD assistants will be available to answer your laptop questions.
National Do Not Call Registry Available
The National Do Not Call Registry allows consumers to restrict their personal telephone numbers, including cell phone numbers, from telemarketers. The registry has been accepting requests to restrict telephone numbers since June 2003.

For residential subscribers, the Telephone Consumer Protection Act (TCPA) prohibits those attempting to sell consumer goods and services by telephone from calling telephone numbers that appear on the National Do Not Call Registry.  However, there are some exemptions, which are as follows:

1. Telephone solicitors may still call in response to an express invitation or permission by the person being called.

2. Solicitors may call on behalf of a not-for-profit organization if a member of the specific not-for-profit organization makes the call.

3. Soliciting is allowed if the person or entity making the telephone call has had a business relationship with the person being called within the previous 12 months

4. Solicitation is permitted if the business calling does not sell or engage in telephone solicitation and does not make more than three calls in any one calendar week.

During its inception in 2003, the National Do Not Call Registry placed an expiration period of five years on registered telephone numbers. Numbers exceeding this five-year period were to be automatically dropped from the registry, necessitating the need for consumers to re-register their personal telephone numbers. However, because of pending amendments to the five-year expiration clause, the Federal Trade Commission will not be removing telephone numbers from the National Do Not Call Registry upon expiration. If passed, telephone registrations will never expire, unless the consumer removes his or her telephone number from the registry, or the National Do Not Call Registry database administrator removes the telephone number because it was disconnected or reassigned.

A consumer who has registered on the National Do Not Call Registry, but continues to get telemarketing calls outside of the exceptions mentioned above, may file a complaint with the Federal Trade Commission. To file a complaint, visit www.donotcall.gov/complaint/complaintcheck.aspx. Information needed in order to file a complaint includes:

1. Date of the call

2. Name or telephone number of the company that called

Filing a complaint is a simple and quick process, and helps with enforcement, as violators of the National Do Not Call Registry could face fines up to $11,000 per incident. For more information about the National Do Not Call Registry, including the status of the proposed amendment, or to include your personal telephone number on the list, visit www.donotcall.gov/.

Please note: business numbers may not be included on the list.   Therefore, telephone numbers belonging to MTSU cannot be included on the registry.

